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SUMMARY 

This paper discusses a concept of a sophisticated hybrid monitoring system, its core 
application and technological solutions. The operating model of the proposed system 
comprises such processes as collecting, transmitting, combining and processing data; 
transferring the aggregated data to consumers for further use. 
 
A modular design principle enables optimization of production and operating costs of a data 
collection system; involvement of multiple channels of information transmission depending 
on the purposes and nature of the task to be performed. Modern drones and robots with a 
range of advanced characteristics (e.g., special optics, night vision systems, different sensors, 
etc.) installed for customized purposes, as well as orbital constellations of nanosatellites, can 
contribute to the improvement of operations, the quality and accuracy of data and the 
productivity of the entire hybrid system. 
 
In the context of data transmission capabilities via a satellite channel, the Chinese BeiDou 
Navigation Satellite System (BDS) is discussed. The principle of decentralization implies the 
establishment of a network of stations and drones interacting with each other without 
connecting to WiFi or a cellular network. A collaborative calculation feature of the proposed 
hybrid system enables the detection of dangerous phenomena and improvement of forecast 
accuracy, which is crucial for preventive measures and disaster management. Based on a 
cost-benefit analysis and economic, social and environmental implications, the authors 
consider a public-private partnership within the development of the proposed hybrid system 
an economically feasible solution. 
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Introduction. Since the early 2000s, we have been witnessing an increasing number of natural and 
man-made disasters and growing risks associated with planetary processes, climate change, 
dilapidated infrastructure, human factors, etc. Considering the increasing costs of creating and 
maintaining infrastructure, on the one hand, and the actual biosphere crisis, on the other hand, 
ensuring a certain balance, responding as quickly as possible to crisis emergencies and minimizing 
damage are of particular importance, both for individual states, and for the world community as a 
whole (European Commission, 2020). 

In order to assess the current situation, and collect data for their subsequent processing and storage, 
innovative systems for remote satellite monitoring (e.g., monitoring and forecasting weather 
phenomena) have been used for a long time. Their services have become much more affordable for 
consumers due to growing competition in the industry. Now the level of technology development 
allows us to significantly expand the scope of their application and the depth of data collection, 
especially in combination with other systems, which will make it possible to create hybrid adaptive 
systems for solving a wide range of problems. 

Method. The research has used the following methods: analysis, synthesis, induction, deduction, 
and abstraction. We also used comparison and abstract modelling for identifying the limitations of a 
classical model of satellite monitoring and taking them into account when proposing a sophisticated 
hybrid monitoring system; and an interdisciplinary approach for considering technologies and 
infrastructure prerequisites, as well as for estimating economic and environmental effects of the 
mentioned systems implementation. 

Results. Expanding the scope of application of the latest advances in the development of satellite 
systems both within the framework of the use of cyber-physical systems in the economy (Rogach et 
al., 2020) and within the framework of expanding the depth of monitoring, risk minimization and 
prevention is an important direction of development of geographic information systems (GIS) as a 
whole, which allows us to integrate and transfer consolidated information obtained from different 
sources to various consumers (including emergency services). 

It should be noted that there are several examples of monitoring systems with the use of satellite 
technologies used in different countries around the world, e.g.: in Europe ‒ The European Flood 
Awareness System (EFAS); The European Forest Fire Information System (EFFIS); The European 
Drought Observatory (EDO); Global Flood Awareness System; Global Wildfire Information System; 
Global Drought Observatory(OECD, 2020; GCOS, 2018); Wetland and Water monitoring service; 
Rainfall Explorer service, etc; in the US ‒ Global Precipitation Measurement Mission; Earth Science 
Applied Sciences Disasters program; in China ‒ the National Natural Disaster Management System 
(UNDRR, 2021); BeiDou Digital Geological Survey Information System; Flood prevention and 
typhoon forecast system (in Shanghai); in Japan ‒ Global Change Observation Mission (OECD, 
2020); India’s Space Research Organisation (ISRO) will launch a geo-imaging satellite, capable of 
near-real time monitoring of natural disasters in the third quarter of 2021-22. 

The analysis of the above systems suggests that most of them deal with monitoring to reduce 
risks and respond to emergencies, and are created by governments and financed from budgetary 
funds. It should be noted that private businesses also provide satellite monitoring services, but the 
capabilities of such systems are more modest in comparison with state ones. The current situation 
indicates that the initial investment in infrastructure development (especially in space) is carried out 
from public funds, but in the future, public-private partnership projects may develop, which will make 
it possible to recoup public investments. 

The classical model of satellite monitoring only allows collecting data from large areas in short 
time intervals for further processing and creating models (e.g., weather phenomena), transmitting data 
on forest fires, earthquakes, fires at industrial sites, volcanic eruptions, droughts or floods, etc. 
including in real time. In some cases, this may be sufficient, but in most cases, the data can be 
incomplete. 

Traditionally, to assess the situation on the ground, special groups, equipped with measuring 
instruments and other equipment, are formed, which is justified in the event of a critical crisis. But if 
we talk about the constant monitoring of large areas located at a considerable distance from 
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information processing centers (forests, ocean surfaces, underwater environment, ice conditions, the 
Arctic and Antarctic regions, etc.) with obtaining deep spatial data (including maps, aerial 
photography, satellite imagery, global navigation satellite system data, rainfall and humidity data, oil 
& gas well data, air or water pollution or contamination data, migration of animals, flooding, 
underwater currents and tectonic activity, earthquakes, landslides, mudflows, fires, animal migration, 
plant development, crop control, heatwaves, etc. (Van Westen, 2000)) in real time, then creation of 
more sophisticated hybrid monitoring systems is required, which will give a greater coverage of data 
collection and ultimately will be cheaper in the medium and long term in terms of operating costs. 

After analyzing the existing technologies and practice of their application, we have come to the 
conclusion that the combination of a satellite monitoring system of the Earth's surface with systems 
used directly on the surface of the earth, water, air or underground, as well as various information 
exchange channels, can significantly increase the depth of the collected data, the coverage of 
territories and the speed of reaction to changes. Processing of such data will reduce risks and enhance 
preparedness to respond to emergencies, and minimize economic losses and social damage. 

Thus, several tasks are solved simultaneously: monitoring and collecting data on the frequency, 
nature and magnitude of the phenomena occurring in the surveyed area; zoning and allocation of 
territories with an increased depth of data collection (e.g., especially hazardous places, seismic areas, 
coastal zones with the probability of a tsunami, etc.) collection of data that characterize these 
phenomena (that may be causes or consequences on the ground); and also these data can be used by 
other geographic information and cyber-physical systems as field data. 

The concept of a hybrid monitoring system assumes the following operating model: collecting, 
transmitting, combining and processing data; transferring the aggregated data to consumers for their 
further use. This model is classic, but we propose to base its organization on new technologies and 
principles of construction, where special equipment, software and algorithms for interaction of system 
elements are used at each stage. As a result, an automated system for collecting and processing 
information from an extensive network of sources is being created. 

Data collection is carried out using complementary systems of satellite monitoring and on field 
monitoring stations (groundbased / airborne / waterborne / underground). Classic satellite monitoring 
technologies are quite mature, as mentioned above. At the same time, the network of on field 
monitoring stations is being formed by both stationary and mobile devices ‒ in the form of drones. 
The main idea in the development of such devices is the modular principle of their arrangement on the 
basis of unified modules, which will significantly reduce production and operating costs.  

The use of drones as mobile data collection stations is considered within the framework of our 
proposed concept. The robotic platforms could be maritime, airborne, and land, while they will be 
equipped with the same unified modules as stationary stations. Drones can transmit high resolution 
pictures and videos of sites, search, locate and even rescue those trapped during the disaster (in this 
context, the Chinese experience in using drones and unmanned ships that are readily available to the 
flood rescue task force is interesting). Autonomous robots have the potential to enhance operations 
and the overall productivity within the system. 

In the future, an orbital constellation of nanosatellites and ground microdrones may be connected 
to the hybrid monitoring system, which will target areas of particular importance to increase 
monitoring accuracy, expand the range of highly specialized tasks, and further reduce operating costs.  

Transfer of information from collection systems to data processing centers. Note should be made 
that most traditional data transmission technologies have their limitations. It is also important to 
understand that different types of data transmission can be applied for different ranges. The main 
methods of data transmission include narrowband and broadband networks of data transmission, 
cellular Internet of Things (IoT) data transmission (GSM, LTE, and 5G), and satellite data 
transmission. The proposed hybrid system assumes multiple channels of data transactions, and which 
channel will be involved in each specific case depends on the location of the station/drone, 
availability of telecommunications and electrical infrastructure, tasks that will be performed (e.g., 
video transmission requires more resources than transmission of meteorological data). 
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Analyzing the possibilities of data transmission via a satellite channel, we consider the experience 
of operating the Chinese global navigation system BeiDou worthy of attention. Currently, the BeiDou 
Navigation Satellite System (BDS) has played an integral part as an early warning system for 
geological disasters caused by floods in China (CSNO, 2018). The BeiDou satellite system acts on the 
pipeline, or the data transmission link in monitoring and early warning of earth disasters. Satellite 
communication methods represented by Beidou and Narrowband Internet of Things satellites have 
become the perfect choice for earth disaster monitoring (Liberg et al., 2020). Also, important is the 
fact that the BDS communication is relatively cheap, which gives systems based on it additional 
competitive advantages (Hao et al., 2017). 

In this context, it should be noted that international mainstream chip manufacturers widely 
support all the existing global navigation satellite systems: GPS, BDS, GLONASS, Gallileo, in 
developing and producing microchips. This makes it possible to make the hybrid monitoring system 
more stable, and the data collected by it ‒ more accurate as it receives signals from all existing global 
navigation systems while being able to use the unique message transmission function via BDS. 

Another promising technology is Narrowband IoT or NB-IoT ‒ a wireless narrowband form of 
Low Power Wide Area (LPWA) networks that is critical for monitoring and mitigating risks. It is 
assumed that NB-IoT will become one of the components of specification of Narrowband 5G 
networks, which will increase the speed and volume of transmitted data, while maintaining low power 
consumption.  

Considering that each station/drone or group of stations can be located at a considerable distance 
from each other in the development of the system, the principle of building decentralized mesh 
networks can be used, allowing devices to directly interact with each other without connecting to Wi-
Fi or a cellular network.  

Noteworthy is the possibility of data encryption that could effectively ensure the safety of users' 
key data in processing, storage, and delivery; blockchain technology can also be used to increase the 
level of trust within the system, as well as to back up data. 

Combining and processing data. Big Data Processing and further use of structured data for the 
predictive analytics, AI and neuronetwork training (the ability to provide access to data to researchers 
from around the world, which can create a global monitoring system using cloud technologies in the 
future) – this model can be used to support making decisions, developing scenarios, building 
predictive models, especially in conditions of climate change, identifying the disaster/ event chain, 
and predictive analytics. 

In general, traditional algorithms require huge amounts of data and computing power, and at the 
same time, it is difficult to achieve satisfactory forecast accuracy. To solve this problem, as well as to 
provide deep learning for earth disaster monitoring, the proposed system provides collaborative 
calculation. On the one hand, this will make it possible to carry out target detection of dangerous 
phenomena and objects, and also make it possible to receive early warning signals (China Money AI, 
2021). It is important that such a vast network itself can perform basic calculations (especially with 
access to the power grid), reducing the operational load on the processing center/s. 

From a practical point of view, it is important that, after processing, the data can be transmitted/ 
made available to mobile terminals that are used by on-field professionals. 

Thus, the hybrid system collects and processes a large array of data in real time, which, is 
important for preventive actions in the case of its use during a disaster emergency (e.g., routes for 
evacuating the population, stopping highly hazardous industries, planning supplies, assessing 
insurance risks, etc.), direct management of the situation in the event of an emergency, as well as the 
subsequent assessment of the consequences, timing and resources required for recovery. 

Features of work and service of the system. Uninterrupted power supply of system elements is a 
very important task in conditions when the system itself is a part of the critical infrastructure. The 
solution to the issue of power supply at the moment is possible due to a combination of solar panels 
and high-capacity batteries, as well as connecting to the mains (where possible). Maintenance of the 
system can be carried out through the use of service drones (on the same platform as the drones used 
to collect information) whose tasks will include: taking data (if necessary via Bluetooth or Wi-Fi 
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channel); replacement of batteries; solar battery service (dust removal); replacement of failed 
elements/ modules of the system (e.g., power supply module, data collection, primary data processing, 
data transmission, etc.). 

In general, the proposed model is a universal system for collecting and processing data based on 
GIS and, as we indicated earlier, it can be part of the combined GIS-CPS systems in various sectors of 
the economy and public administration, or an independent system that can be programmed to solve 
tasks of various types. It is important to note that both the conceptual architecture and the hardware 
part assume a modular layout principle, which will allow the system to be adapted to solve the 
problems of each user individually, depending on the needs, budget, conditions of use, etc. 

Over the past 5 years, the cost of most of the listed devices and technologies has significantly 
decreased largely due to the innovative and production activity of Chinese manufacturers of 
communications, robotics, electronics, which allowed a large range of products to move into the 
category of mass market products. Despite this, when we talk about investments in such systems, 
realizing that they will not be cheap at the initial stage (even taking into account the gradual decrease 
in the cost of the technologies used), on the one hand, we conduct a cost-benefit analysis where we 
have emergency situations, socio-economic interests of the society, for example, and on the other 
hand, we take into account the long-term period of operation of such systems and their depreciation, 
but more importantly, the growing ‘cost’ of information that this system collects and processes. 

Such a system can be a good example of a public-private partnership, in which the state creates 
infrastructure and provides access to data, including the aggregated, for business (agricultural firms, 
fishing, transport, energy, construction, manufacturing companies, telecom operators, etc.).  

Conclusions. In general, such hybrid systems with certain rules for reconfiguration and adaptive 
resource allocation form a highly reliable intelligent network infrastructure, the use of which allows 
obtaining a significant positive synergistic effect for various actors involved. Thus, an intelligent 
network-centric system for receiving and transmitting data is formed, one of the distinctive features of 
which is scalability. Together, this gives us the opportunity to say that by solving the initial and 
important task of effective monitoring, risk minimization and prevention, we simultaneously 
significantly increase the level of managerial, economic and technological potential of the country's 
economy, where such a system will be deployed. 
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