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SUMMARY 

As a result of the war waged by the russians against Ukraine, dozens of cities and hundreds of 
enterprises were destroyed, and catastrophic environmental changes occurred due to the 
enemy's actions. All this information must be stored and processed for further damage 
assessment and compensation. In this regard, there is a need for software solutions that will 
help to record and visually display data about entirely or partially destroyed objects of 
critical, social and residential infrastructure. The main goal of the work is to improve the 
analytics module in the previously developed system of fixation of destruction. The concept 
of SPA was used when creating the system. The developed system is universal, which is its 
advantage compared to existing solutions; this system provides more opportunities for data 
analysis due to the division of the map into three levels, a separate analytics module and the 
ability to export data for more detailed study. The developed system can become an auxiliary 
element in the risk management system for projects to restore the infrastructure of Ukraine. It 
should help the Ukrainian government, both at the regional and level of individual 
communities, determine the areas most affected by russian aggression. 
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Introduction 
 
Many Ukrainian scientists have already studied the essence and mechanism of bringing the aggressor 
country to justice, since compensation for damage caused by war is currently relevant. In their article, 
Shpylova, Bendasiuk, & Lagodiienko (2023) search for a methodology that Ukraine can use for 
international courts regarding payment for environmental restoration. Didukh (2022) proposed a 
method for assessing damage from military actions at the level of urban ecosystems based on a visual 
assessment without a detailed analysis of the actual material. The types of military losses and 
damages were studied, and the relationship between risks, consequences, losses and damage was 
determined (Kalambet, 2015). Foreign studies analyze the impact of war on the economy, food 
security and environment worldwide (Pereira et al., 2022; Chowdhury et al., 2023). In their research, 
Gorodnichenko, Kudlyak, & Şahin (2022) assess the impact of war on human capital and offer 
possible directions for a strategic plan for developing the post-war economy of Ukraine. 
 
Lawyers, scientists and other interested parties are looking for legal mechanisms to hold russia 
accountable and compensate Ukraine for the damage. A critical component of this mechanism is 
collecting and recording information about the damage caused. Therefore, all information about 
damaged objects must be saved and processed for further reimbursement. Bilyi (2022) developed a 
system that will help record and visually display data about the destructions. Before developing the 
system, we reviewed existing solutions to confirm the expediency of creating our software product. 
Among those solutions, we can highlight the website of the "Russia Will Pay" project, a map of the 
destruction from the NGO "Anticorruption Headquarters", a map of the destruction of the "Ukraine 
Recovery Plan" project, and the map of destruction from the Bellingcat journalists' community. We 
researched the available solutions and found that these services are pretty specific. They solve only 
one task: either displaying information on the map or processing claims about property damage. In 
addition, they lack features for data analysis. Considering these shortcomings, we made our own 
system that has the following capabilities: 

• Displaying on the interactive map of Ukraine data about the damage caused by regions, districts, 
and territorial communities (depending on the given scale); 

• Displaying statistical information about the restoration cost and the number of damaged 
infrastructure objects; 

• Saving information about the damage caused throughout the territory of Ukraine, with the 
possibility of importing/exporting this data. 

 
The main goal of this work is to improve the analytics module in the previously developed fixation 
system (Bilyi, 2022). 
 
Method and/or Theory 
 
To design and implement this project, we reviewed several articles describing the principles of 
operation and methods of creating modern web applications (Freeman, 2020; Prokopiak, 2018). 
Particular attention was given to the material presented in the official documentation and other 
guidelines for using web frameworks for writing the server and client parts of a web application 
("Django", "Laravel", "Vue.js", etc.). This information made it possible to evaluate the frameworks' 
characteristics realistically and then choose the optimal tool for solving the task. We decided to 
implement it as a web application to ensure the system flexibility. This approach will allow users to 
freely use the system's capabilities from any device that has access to the Internet (Freeman, 2020). 
According to the latest trends in web development, the concept of SPA (single-page application) was 
used during the system creation. The peculiarity of this architectural solution is that all interaction 
with the application takes place on one HTML page, and the necessary data is loaded dynamically 
using AJAX requests to the server. The work of web applications is based on exchanging information 
between the client and server sides using HTTP requests. Basically, external programming interface - 
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an API is used for this. It defines specific rules by which a client can access server resources to ensure 
such interaction. 
 
Results 
 
During the system's development, we used the Laravel framework to create a RESTful API. 
"RESTful" indicates that this interface will work according to REST principles. With this approach, 
the body of the request and response from the server will be presented in a standard text format based 
on the syntax of the JavaScript object (JSON object). For example, consider the specification of the 
API interface for performing basic operations related to processing data on property damage: 
downloading from the server a complete list of property damage records and creating, editing, 
deleting a separate record (Figure 1). 
 

 
Figure 1 API interface for working with data on object damage. 
 
Special attention was given to the database design since there is a need to work with large volumes of 
information. Based on this, normalization mechanisms were used during the development of its 
structure. The following entities to form the database were defined: "User", "Region", "District", 
"Community", "Category of object", "Type of object", and "Declaration of damage". Considering all 
the features, a table with the corresponding attributes was created for each entity. 
 
The developed system consists of the following key blocks: a damage map, an analytics module, the 
damage information accounting module, and a record entry form. Particular attention was given to the 
access rights demarcation mechanism, which is used to protect the system from storing unverified 
information. Therefore, only authorized persons can access damage information and entry form. 
 
The purpose of the analytics module (Figure 2) is a more detailed damage assessment. It provides the 
following operations: 

• displaying a graphic report about the restoration cost or the number of damaged objects by date 
(day/week/month); 

• displaying a graphic report about the restoration cost or the number of damaged objects by 
category (residential / non-residential fund, natural fund); 

• filtering information about recorded damage by time and region; 
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• filtering of information about legislative acts and regulatory documents related to registration 
and damage assessment; 

• damage assessment based on available information and methods; 
• displaying of assessment results. 

 

 
Figure 2 Analytics module 
 
The data source for the analytics module is the damage information accounting module designed to 
record and display damage claims. It provides the following operations: displaying a list of the 
records with the possibility of sorting by type of damage, restoration cost, etc.; entering a new 
statement about the damaged object into the database; editing/deleting statements; data export to a 
CSV file. 
 
The record entry form allows to store information about the damage caused. There are two options for 
entering data: to process each statement about the damaged object separately or to save a few at once 
by importing data from the file. In the first option, a user must fill in the following fields: Date, Object 
category (Housing, Non-residential fund, Natural fund), Object type (High-rise building, Private 
building, Dormitory, Administrative building, Business centre, Commercial building, 
Hotel/Restaurant, Shop, Shopping centre), a critical infrastructure object; Name of the territorial 
community; Name of the city or town; Street name; Building number; Type of damage (Full 
destruction, Destruction, Partial damage); Cost of restoration in hryvnias. 
 
The analytics module also assesses the risks of incorrect decision-making, which may be caused by 
inaccuracy of information, overestimation or underestimation of the degree of damage, and incorrect 
determination of priorities (in terms of liquidation of consequences). 
 
Conclusions 
 
The main advantage of the developed system is its versatility. Compared to existing solutions that 
provide one thing, either displaying information on a map or processing property damage claims, this 
system combines these capabilities in one place. In addition, compared to analogues, the system 
provides more opportunities for data analysis due to the division of the map into three levels and a 
separately developed analytics module. If this is not enough, it is possible to export the data for a 
more detailed study (using Excel tools, for example). All this will allow to accumulate the information 
about the damage caused as a result of russian aggression and should also help the Ukrainian 
government, both at the regional level and at the level of individual communities, to determine the 
most destroyed zones and find the optimal strategy for the further restoration of these territories. 
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